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1 INTRODUCTION

Cryptography is one of mathematics subject which
provides some techniques to secure data in communi-
cation. Nowadays, the development of internet allow
people to communicate more efficient. Unfortunately,
this invention encourage people to steal data for their
private needs. The encryption of data is important
way to secure online transmission throughout the in-
ternet. Therefore, many researcher developed cryp-
tography as a technique for secure information which
has two systems to build key public are symmetric and
asymmetric key.

During this time, cryptography is built on classical
algebra and number theory. In 70s, a Brazil Math-
ematician, Imre Simon introduced Tropical Algebra.
Tropical algebra known as max-plus algebra or min-
plus algebra. In max-plus scheme, tropical algebra is
defined by a semiring T = Ry U{— o<} endowed with
@ (maximum) and ® (addition), for min-plus algebra
@ is replaced by minimum.

In this paper, we consider the operation of matrix in Max-plus Algebra to construct
a key public to encrypt and decrypt arabic document. Matrix operation in max-plus
algebra is slight different with matrix operation in classical. In this paper, we also
use a modular 37 to translate it into arabic text (arabic letter with number and
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In this paper, we will define Tropical algebra as
max-plus algebra. There are many application of max-
plus algebra such as job scheduling, transportation,
communication and networking system. Max-plus al-
gebra has some properties look like classical algebra
but & is non invertible since there does not an el-
ement z in R such that a @2z = 2®a = — .
Therefore, tropical algebra has idempotency property,
a® a=max(a,a) = a.[§]

A few research discuss appplication of cryptogra-
phy to secure arabic documentation. The new mod-
ification of arabic text was introduced by adapting
the classical cipher of modular 26 and change it with
modular 37. [1]

In Order to encrypt and decrypt arabic documents,
we will construct key public with matrices over max-
plus algebra dan use classical modular 37.

Cryptography has two methods key exchange pro-
tocols that are called symmetric key and asymmetric
key. In this research, we consider symmetric key as a
method to encrypt and decrypt plain text. Symmet-
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ric key applies the same key in the process to encrypt
and decrypt plain text as the following table

L Key |

Ciphertext

Encription Description Bob
|

Plaintaxt Plaintaxt

fve

FIGURE 1: Symmetric Key

2 MAX-PLUS ALGEBRA

In this chapter, we introduce basic concepts of max-
plus algebra.

DEFINISI 1 Algebra maz-plus is a semiring Rpax =
R U {— «} endowed with two biner operations & and
® and define as follow

a ® b =max(a,b)

and
a®@b=a+b

Identity element of addition and multiplication are
— o and 0 € R, respectively. The properties of max-
plus algebra analogue with classical algebra as follow:

1. Associative
For all a, b, c are elements in R, then

a®(bdc)=(adb)dec

and
a® (b®c)=(a®db)Rc

2. commutative
For all a,b are elements in Ry, then

a®b=bPa,axb=>bRa
3. Distributive

a®@b®dc)=(a®b)®(a®c),Va,b,c € Ryax
4. Zero element (&)

a@&ZE@a,VaeRmax

5. Unit element (e)

CL®E:€®G,VCLERmax

6. Idempotent

a®a=a,Va € Ryax

3 MATRICES
BRA

OVER MAX-PLUS ALGE-

Let A, B are matrices over max-plus algebra then op-
eration of addition and multiplication are defined as
below:

[A D B]i,j = max(aim bi,j)

and
[A ® B]i,j = maxy € p{ai,k + bk,j}

<_1 2>andB
—x 1

0 2
won( 0 2)

4 STICKEL’S PROTOCOL OVER MAX-
PLUS ALGEBRA

EXAMPLE 1 Let A =

(%1)

The implementation of matrix over min-plus algebra
in Stickel’s Protocol was introduced by Dima Grigerov
and Vladimir Shpilran [3][7][6]. We will adopt the pro-
tocol into max-plus algebra. We define the protocol
of Stickel in max-plus algebra as follows:

1. Alice and Bob pick at random two pairs of natural
numbers m,n and r,s, respectively

2 Alice computes u = A™B™ and send it to Bob
3 Bob computes v = A”B* and send it to Bob

4 Alice and Bob compute key public K1 = A"vB™
and Ko = A"uB?

Therefore, we can conclude that Alice and Bob shared
the same secret key K = K1 = Ko

5 APPLICATION OF KEY EXCHANGE
PROTOCOL TO ENCRYPT AND DE-
CRYPT ARABIC DOCUMENT

To encrypt Arabic documents, we implement block
cipher modular 37[5] into a synthetics table as follow:
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FIGURE 2: synthetics table

We use stickel’s protocol over matrices in max-plus
algebra to compute the key public. Let Alice and Bob

choose two matrices are
1 2
(s 1)
2 1
s-(14)

We process using stickel’s algorithm as below:

and

1. Alice and Bob pick at random two pairs of natural

numbers 2,1 and 1,1, respectively

2 Alice computes

w

u= A’B' = g

[\)

and send it to Bob

3 Bob computes

v:A131:<‘;’

— DN
N~

and send it to Bob

4 Alice and Bob compute key public

)

[\l )

K, = A*vB! = <

and
Ky = A'uB' = (

[N R \)
wW =
~__

Therefore, we get key public

Encription Process
Alice want to send a message to Bob :

Yo M‘d

and the encryption process of this message is

1 2 3 4 S: 6 il 8 9 10 11 12 13
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FIGURE 3: synthetics table

Divide the message into 4 characters :

Yooyare oAl g
convert the block cipher using this table

Alice transform the message and convert into ma-
trices
19 2 12 1 4 2
1 4 ) 3 24 )\ 1 0
We use the key public
1
3
reye J i

2
K= ( :
to get cipher text :

after we get the cipher text, Bob will decryp:c the
message with the same key and obtain the origi-
nal message from Alice

6 COCLUSION

In this paper, we applying the cryptography over max-
plus algebra to secure arabic documents based on clas-
sical stickel’s protocol to generate key public. for fu-
ture, we could discuss the complexity of computation
and other aspect such as the possibility of attacker
to break this can. Finally, max-plus algebra could be
implemented into cryptography
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